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Abstract: 

The Social Networking Web Sites (SNWS) like Face book, Google, Twitter, etc.., may 

provide third party applications. These third-party apps may consist of gaming and productive 

application platform in order to draw user attention. These social networking sites consist of 

millions of users accessing billions of third-party apps and their activities are in increasing 

manner from day to day. It consist exposure of user’s sensitive and confidential data to the third-

party vendors. Although, the existing system O Auth provides Open Authentication Standard 

Protocol access for efficient security issues. But it doesn’t provide any recommendations towards 

user in order to reconfigure the third-party apps. Here it doesn’t consists of fine-grained 

approach due to this the user is in dilemma state and over helmed by third parties.  

In this paper we discuss the enhanced issues of OAuth, OAuth2 that is Proposed 

OAuth2.0 (or) Multi-Criteria based Recommendation model. This model is mainly based on 

collaborative filtering and prediction model. The collaborative filtering is sub categorized into 

user based, category based and application based categories, here the user considers and 

entemplates about previous users decisions, through this predictions and various 

recommendations in browser’s extensions. These Recommendations acts permission guide for 

users, it is an efficient way for selection and provides awareness on various third-party 

application authorizations. 

Keywords: Social Networking Web Sites, O Auth, collaborative filtering, Multi criteria based 

Recommendation model. 

I. Introduction: 

The Social Networking Web Sites 

(SNWS) are concerned as hub for billions of 

third-party applications in the modern 

society. These third-party applications, 

within Social Networking Sites (SNWS) 

have become very familiar and penetrative. 

Due to this drastic increase of third-party 
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apps they may have possibility to access 

user’s information in social networks such 

as fb (or) twitter. 

 The user have initiation of using any 

application besides that users are required to 

authorize them and allow them to access 

certain permissions of their basic 

information such as user name, dob, e-mail, 

locality, etc. There is no idea how to prevent 

them? Permissively through with our one 

time allow permission they share user’s 

online public or private data has its 

necessity. The third-party vendors and open 

standards had contributions to provide 

specific internet user tools to maintain their 

privacy and confidential issues and these are 

seen by World Wide Web Consortium/Firm 

(W3C) to build the Platform for Privacy 

Preferences (P3P) and Preference Exchange 

Language (APPEL) most of the websites use 

this machine readable format in particular 

privacy policies .  

Definition of OAUth: The OAuth is 

a protocol for developing password less 

Application Programming Interfaces 

(APIs).It acts a way for an application to 

interact with an API on a user’s behalf 

without knowing the user’s authentication 

credentials with some permitted issues.  

Third-party application vendors have 

led charges to improve user privacy through 

enhancing extensions’ in the web browsers 

such as safari fire fox and Google. These 

extensions in browsers aware the user from 

irrelevant advertisements and unauthorized 

software installations and vow’s the user 

credential data. While Joshi’s IMSAA 

explains a browser plug- in in which attempts 

to form a solution man- in-middle attacks 

prevalent in now a day’s phishing attacks. 

There is a partner-ship between browser’s 

extension and open standards is very high in 

history and likely to prolong, but there may 

be a small gap that needs fulfilling. The 

concept of individual privacy may be just an 

individual; it is an appreciating concept that 

an individual privacy preferences are just 

single through an individual extension that 

request the privacy suspects for a unique set 

of individuals. So, that’s why we propose a 

novel extension of FBSecure has been 

implemented in this paper, a proposed 

recommendations model entemplates about 

users to make permissive privacy decisions 

at the time of third-party installations and 

integrates in the present existing system. 

 The browser’s extension’s act’s as simple 

interface, a multi-criteria recommendations 

are provided through collaborative effort. It 

consists of pervious user’s historical data 

and may be helpful for user to select 

appropriate permissions towards the third-

party apps on their own in the social 

networking sites. 

II. Problem of Existing System: 
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The O Auth provides a technique for 

third party vendors to access users resources 

without allowing the users credentials to the 

vendor’s. But it doesn’t provide any 

recommendations towards user to make 

appropriate decisions. For example we use 

through-out this paper is one of the free Face 

book online video and voice calling 

applications available through 

friendcameo.com. The Friend Cameo Face 

book application requests the following 

extended permissions when a user first 

installs the application: access to the user’s 

e-mail address, ability to publish status and 

post messages to the user’s wall, the ability 

to access the Face book chat application, and 

the ability to enumerate the online presence 

status of other users. We make no value 

judgment of the extended permissions 

requested by the example applications 

presented in this paper. The friend cameo is 

a face book applicant, follows extended 

permissions to install an application: by 

accessing the user’s e-mail, ability to post 

the messages and status in the user’s wall. It 

has the ability to access the face book chat 

application of user in presence of other 

user’s status. It aware’s user quickly that 

some of the extended permissions can’t be 

revoked genuinely. So there aspects can 

overcome in the proposed system. 

 

III. Related work 

The existing approach relationship 

based on access control policies, this 

Relationship related to information is called 

as role based access control and coalition 

based access control. Here Each and every 

user enters the role based information. The 

user verifies the data and releases 

information to various users. Sometimes 

same user has a chance to present the 

multiple relationships environment that’s 

why Conflict problem may raise here. This 

type of approach provides the limited 

dimensions of security and privacy 

mechanism result. It is not efficient 

approach.  

The other access control technique is 

fine grained approach. Here, we have to 

consider a small example that consists of 

content as blog article information, photos 

and personal information. It initiates, initial 

permission information may release the 

normal data. After completion of initial step 

directly it is not possible to show the whole 

data. In a blog article some of the words of 

content we maintain as a securable data. In 

total number of users which users have next 

levels of permissions those users its possible 

access the important words information. 

Two levels of fine grained format also it is 

not to control the attackers and it may leads 

to access the user’s content of information. 

Hence this type of access control technique 

is not efficient.  
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Another access control technique is 

firewalls. It filters based on IP addresses, 

port numbers, and protocol types. These 

properties are insufficient for detection of all 

attackers. Some of the attackers are entering 

from remote locations, those users 

information is not possible to detect with the 

help of firewall environment. Instead of 

firewall policies it may have chance to 

control the attackers in detection 

environment.  

The Browsers are implementing the 

third party applications code environment. 

They are mainly focusing to increases the 

privacy environment constraints settings 

information. Initially we have to check the 

present third party application code behavior 

and identify the problems. Now, consider 

the identified problems and enhance the 

third party application code information. In 

a new browser configuration setting we add 

the code into three locations. They are 

content scripts, core extensions and plug- ins 

environment. These new properties some 

new attackers it may chance to inject here in 

implementation process.  

The access control technique is 

based on attribute based access control 

scheme. In this technique, we are going to 

add some additional features related to 

cryptographic environment. After it satisfies 

the first attribute information data owner 

may publish or release the data environment. 

It is also controlling the original data of 

content environment specification process.  

The above related work templates 

about some limitations of content 

information in implementation.  

 

IV. Contributions  

a. The browser extensions may 

provide identity attributes in order to verify 

user credentials through a simple interface.  

b. A simple interface makes the 

decisions for protection before installation 

of third-party app. 

c. The collaborative model provides 

multi dimensions to obtain various 
decisions. In all collaborations identifies the 

similar requested privacy options, these 
similar requested privacy options we 
consider as a recommendations. 

d. Recommendation based privacy 

attributes helps us to make important 
decisions. These Recommendations are 
concerned as a good assistance for user 

decision making. 

e. After observation all third party 

applications recommendations, which third 
party application have more number of 

recommendations that application we install 
here for better privacy and security.  

f. It gives the enhanced security and 

privacy results. 
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V. Proposed System Architecture  

The proposed system is an efficient 

and secured technique for authorizing third-

party application. It requires various users to 

present their credentials towards third-party 

applications; hence they allow huge access 

to all their resources without any 

restrictions. Here we enhance O Auth with 

new credentials are allowed by using Access 

Token. Access Token is a string that denotes 

to certain scope of permissions allowed to a 

third-party application and it also signifies 

the other attributes like duration of access 

token, here we showed interest on scope of 

character within the access token, that was 

issued by an Authorized server through 

allow permission granted by user. Here we 

used an abstract access paradigm that is used 

to design filtering systems. 

 

Fig.2: Proposed System Architecture of O 

Auth & User Privacy. 

VI.Proposed O Auth flow:  

The enhancement of Oauth2.0 consists of 

Recommendations and Permission Guide.  

6.1 Recommendations: It gives a set of 

recommendations for the requested 

permissions by using collaborative filtering 

as seen section 4.  Permission Guide: It 

guides the users through the requested 

permissions and gives them a set of 

recommendations on each of the requested 

permissions. Detailed explanation of 

permission guide is given in section 

A1. The user/web client redirects the 

browser to the end-user authorizing at end 

point by initiating a request through URI, 

which includes a Scope parameters.  

A2. The Permission Guide extension catches 

the scope values from the requested URI, 

then parses the requested permissions.  

A3. The permission guide extension, 

requests a set of recommendations on the 

parsed permissions.   These are achieved by 

passing the set of permissions to our 

Recommendation Service. 

A4.The Recommendation Service provides a 

set of recommendations towards the 

permissions requested by the user. 

A5. By using a set of obtained 

recommendations these extensions may 

provides the permissions with their 
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recommendations are in user- friendly 

manner. 

A6. The Permission Guide redirects the end 

user’s browser to a new URI, which consists 

of new scope parameters. By assuming the 

user chooses to modify the requested 

permissions. 

6.2 Permission guide Description: 

 The Permission Guide is an 

extension of browser that combines the 
authorization process by accessing the scope 

parameter values within the requested URI 
created by a third-party application. If the 
scope is accessed, the extension may parses 

the requested permissions are provided in 
user-friendly manner. 

 Initially we have to look over the 

recommendation which was released by user 

releasing permissions.  Based on those 

recommendations, we can predict the values 

through grant (or) deny operations. If grant 

permission is given there is no data loss. 

Checking / un checking permissions are 

done through recommendations. A formal 

considers a face book chat list it shows a 

Face book-chat rather than xmpp- login. This 

type of extension shows the users a set of 

recommendations for the requested 

permissions. For each and every permission 

there should likes and dislikes they are 

certain recommendation values. These 

recommendations are predicted through 

certain prediction values, they are calculated 

and shown in the concept of 

recommendation models, these predicted 

values are represented as grant (or) deny 

permissions. The user may perform grant 

(or) deny permissions which is based on 

previous decisions made by collaborative 

decisions of other users. We can customize 

the requested permissions by check/uncheck 

permissions. If checked it is represented as 

‘1’ then user wishes allow the third-party 

application are else vice-versa (‘0’ to deny 

the permissions) that’s why we used Set 

permissions button as an extension. This 

extension is used to create a new request 

URI with a new scope Scope1 and it 

forwards the user browser as new request 

URI. Here it is classified as scope1 sub set 

and equals to scope. An example of Scope1 

for Friend Cameo application as follows: 

 Scope1=publish_stream 

It shows impact on user’s decision to allow 

Friend Cameo the feed, but restrict to access 

e-mail, Face book chat list. Here by using 

subset of permissions requested could 

potentially delay the functionality of third-

party app once it gets installed. By 

interrogating such consequence is out of 

scope in this paper, but we include this part 

of our future work. Permission Guide 

extension also collects the user’s decisions 

on the requested permissions, hence it 

allows us to generate a data set of decisions 

to be used in our recommendation model 

explained through O Auth and privacy i.e., 

our Recommendation Service as seen in Fig. 
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2 will utilize these decisions in making its 

recommendation  predictions. Those 

decisions are uploaded to servers once a user 

sets her desired permissions within the 

extension, and then clicks the Set 

Permissions button. The data uploaded to 

our servers includes: app_id, 

requested_parms, decisions, 

recommendations, the app_id is the 

application’s primary id which is assigned 

by the service provider (e.g: Face book), the 

requested parameters is the scope of 

permissions requested by the third-party 

application, these decisions are the 

individual user decisions (grant or deny) on 

each of the requested permissions, and the 

recommendations   are the recommendation 

values at the time the user made their 

decisions. 

Our main motto is to provide a user-

friendly interface for interactions with these 
permission requests, hence increasing user 
awareness and providing a simple 

mechanism for guiding users in making their 
decisions. The users through the requested 

permissions and gives them a set of 
recommendations on each and every 
requested permissions.  

6.3 Modules: 

The proposed system architecture 
implementation divides as a number of 

modules. They are:               

        1. Open authentication and privacy                                                                                                                            

        2. Collaborative mechanism                                                                                                                                               

        3. Recommendation model 

        4. Prediction model 

Open Authentication and privacy:    

               An open authentication 

standard installs the third party applications. 

These third party applications are 

categorized based on role wise. Role based 

users environment approach increase the 

privacy. Any user forward the request 

related to privacy attributes automatically 

third party service provider show the access 

tokens information. These access tokens are 

show the grant or deny permissions 

information.  

Collaborative Mechanism:  

 After completion of 

authorization next authentication server 

provide URI with permission list. 

Permission list is called scope parameters. 

Scope parameters list is parse based on 

permission guide extension procedure. 

Parsing gives the subset of permissions list 

only. Subset of selection permissions also 

works based on recommendation model 

service. 

D:ApplicationsXUsers.eq1                                                                                                          

D=d1, x d2…d (n-1), x d (n).  

Consider an example from the above Fig.3 

with elements as follows: 
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D=Finaldecision,                                              

A=Applications,                                                                                                                              

U=Users.  

In this model uses a set of 

permissions (P) as asset of criteria, then each 

permission ‘pj’ belongs to P. consider an 

example let p1= birthday, p2=e-mail, and 

p3=location similarly ,u1= Apple u2= Boss 

and a1, a2, a3 are various Applications. 

Where each represents a single criteria 

within a 3 dimensional model. Here u1= 

Apple is a user , install an application a1 as 

grant which is represented as d1=’1’ , 

d2=’0’ as deny permission and d3=’1’ as 

grant permission. A single decision has to be 

taken on each permission and it is 

represented in a multi-dimensional matrices 

model. The value representation as follows: 

1= grant. 0=deny. ?=dilemma (or) yet to 

make decision. From the above decisions 

made by users on various applications and 

their permissions are plotted into a matrix 

format as Ga=(a1,a2,…an),permissions 

(birthday, e-mail, location) and their 

correspondence as shown as Ga(j,k) values.  

Recommendation Model:  

 Recommendation service 

provides the set of recommendations 

information for each and every permission. 

Recommendations are calculates based on 

user access requests. Whenever numbers of 

requests are increases new scope is generate 

here. Automatically numbers of choosing 

permissions are increase manner. The 

recommendation service extends upon 

permission guide extension. Consider A, U, 

P as Applications, User, and Permissions 

from the above Fig.3 illustrates about the 

permission as detailed explained in 

collaboration model. 

Prediction Model:  

 This model is based on 

calculations of various predicted values 

based on previous user’s decision and 

gathers new user’s decisions information. 

These prediction values are identified and 

based on collaborative filtering. 

I. Modules in Brief 

A. Web-client/user: In order to access 

his/her account and third-party 

application, the user needs login to 

his/her account through user name 

and password.  Else the user doesn’t 

register yet he/she has create new 

account with their basic information. 

This data provided by user will be 

stored in server database for future 

usage. 

B. Browser: It acts as a mediator 

between User, permission Guide, and 

Authentication Server. 

 It accepts req from client & forwards 

to Permission Guide. 

 It receives recommendations from 

Permission Guide. 
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 It redirects URI and Authorization 

code forwards to user from server. 

C. Permission Guide: After successful 

registration by user to server. If the 

user wants to access the access the 

third-party app then permission 

guide extension requests the scope 

and retrieves the recommendations.  

D. Recommendation Service : it 

provides various recommendations 

E. Authentication Server:  The server 

redirects URI requested by the user 

from browser, then the user 

authenticates an authorization code 

from Authentication Server to user 

via browser. After that server 

redirects URI and credentials from 

user, then server allows an Access 

Token towards user. 

II. Implementation Part: 

In this paper we design the face book 

application. It we create with the help of JSP 

pages environment.  All users registration 

information store in admin.In administrator 

side only access register the new third party 

application with different permissions list 

content. Next after that in user side normal 

access permission list is available without 

any recommendations. Next Proposed open 

authentication shows the all permission list. 

Now first choose the subset permission list 

information. Next all permissions list show 

the recommendation results information 

also. User it may chance to take the good 

decision in choosing permission list. Third 

party service providers show the access 

tokens information. In administrator side 

show the results of increased 

recommendations information. In 

administrator side we show the collaborative 

filtering matrix.  

VII. Output Screens:  

 

Fig4: New third party 

application Registration 

 

Fig5:  Login page 
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Fig 6: user home page 

information 

 

Fig 7: Choose the third party application 

 

Fig8: Display the permission list 

information for normal access 

 

Fig9: proposed system related permission 

list 

 

Fig10: Display the recommendation 

information 
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Fig11:Display the access tokens 

information 

VIII.Conclusion & Future work:  

   Third party Configuration tools 
provide the good user protection and privacy 

on private data. The existing system related 
third-party application permission list user 

make decisions is not appropriate. It may 
have chance to loss of data. Now in this 
implementation we show the browser 

configuration extension process with 
recommendation service. These 

Recommendations we calculate based on 
multicriteria model. All users similar 
requests information define as a 

recommendation. Consider the 
recommendation user make the important 

decision and save the original data of 
content information. If no of 
recommendations are increases and user 

gives the new permissions information 
content. In the future, we will work on  an 

address possible application mis 
configurations due to insufficient 
permissions and application permission 

evolution over time. We also plan on 
investigating hybrid and probabilistic 

collaborative filtering systems for providing 
better predictions in cases of parse user 
decision data. we would like to investigate 

the merits of our approach on other 
platforms, e.g., mobile platforms. 

Additionally, We also like to investigate the 
benefits of providing additional information 
(e.g., population age distribution) to users 

when making their privacy decisions.  
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